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[bookmark: _Hlk103166844][bookmark: _Toc84334888]Multi-Factor Authentication (MFA) 
Setup Guide
This guide explains how to set up Multi-Factor Authentication (MFA). MFA is required to access Department of Education systems and services outside the Department network.
Before you start
Have the following ready:
· Mobile phone (with the Microsoft Authenticator app installed, or install it in Step 2)
· Computer or tablet
· Your Department email address and password

Step 1: Sign in to a Department online service
On a computer or tablet, either:
· Open the Microsoft Sign-Ins page
or
· Open a Department online service (e.g., Ikon).

Sign in with your Department email address and password.
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[bookmark: _Step_2:_Install]Step 2: Install the Microsoft Authenticator app
If you already have the authenticator app installed, go to Step 3: Scan the QR code.
On your mobile phone install the Microsoft Authenticator app. 


Open the App Store (iPhone) or Google Play Store (Android), search for ‘Microsoft Authenticator’ app and install it.
 [image: ]
[bookmark: _Step_3:_Scan]Step 3: Scan the QR code
Once the app is installed, return to your computer or tablet and select ‘Next’.
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Open the authenticator app on your phone. If prompted accept any permissions. 


Select “Scan a QR Code” and scan the QR code displayed on the screen.
Tip: If you already have the Microsoft Authenticator app installed on your phone, tap the blue ‘Scan a QR code’ icon in the bottom-right corner of the app to scan the QR code displayed on your computer or tablet.
	

Displayed on mobile phone:
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Displayed on computer/tablet:
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A number will be displayed on your computer or tablet. Enter this number into the Microsoft Authenticator app on your phone and select “Yes” to approve the sign-in.

 Displayed on mobile phone:                   Displayed on computer/tablet:                                             
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Step 4: MFA setup complete
Your Department of Education account has now been added to your authenticator app.
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Next time you sign in
1. Enter your Department email address and password.
1. A number will appear on your screen
1. Open your authenticator app
1. Enter the number shown on the screen into the Microsoft Authenticator App
1. Select ‘Yes’

You can also watch a step-by-step video on setting up MFA in ICT Short Cuts.
(available without MFA when accessed from within the Department network)


If you need assistance, please contact ICT Customer Service (08) 9264 5555
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Great job! You have successfully set up your security info. Choose "Done” to continue signing in.
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